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About us

We are a consulting company 
specialised in Cybersecurity, on the 
market since 2012

We provide innovative and 
highly-qualified professional services

We implement next-generation 
information technology 
infrastructures, we focus on IT/OT 
security, system integration and 
automation. We are ISO 9001:2015 
certified for the quality of our Services



Vision, Mission and Values

V

M
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Make technologies an enabling factor for Digital 
Transformation and a driver for business

Be the Partner of reference for our Customers on information 
security and innovation issues

We believe in Innovation and the Value of People, putting the 
Customer at the centre of our activity. 



We work together with our customers in 
a transparent and responsible manner

We provide significant design, 
configuration and service expertise with 
highly qualified and certified personnel

We implement bespoke information 
technology infrastructures according 
to Customer needs

We integrate the most innovative 
technologies

Professional and managed services

IT/OT security

Systems integration

Automation

Focussed

Holistic approach to security

Customer training

The method:

Why NGS
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Cyberbit Cyber Range
Introduction
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About Cyberbit

Who is Cyberbit?

Leading Global Provider of Cyber Range 
Platforms to:

Upskill 
Cybersecurity 

Employees

Assess 
Cybersecurity 

Skillset

Optimize 
Incident 

Response 
Playbooks

• Live Since 2009

• 150 Employees Across US, Europe, & 
Asia

• Raised $100 Million+ Since 2016
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Cybersecurity Skills Shortage 
Having a Major Impact

Source: ESG/ISSA: The Life and Times of Cybersecurity Professionals, April 2019

of cybersecurity professionals 
feel that their organization has 
been impacted by a shortage of 
skilled analysts.

74%

https://www.esg-global.com/esg-issa-research-report-2018
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We believe in Experiential Learning 
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Major Police 
Dept.

Top-5 
US Bank

The Most Widely Used Cybersecurity Training Platform

Top-3 
US Airport

Top-3 
US Airline



© 2020 by Cyberbit │ Cyberbit Proprietary 

Real-World 
cyberattacks

Market-leading 
security tools

Cyberbit Range: Hyper-Realistic Training
Simulating a Real-World SOC Under Attack

Real World 
Networks

• Fileless attacks

• SQL Injection

• Watering hole…
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Cyber Range Hyper Realistic Environment

Instructor (optional)
Virtualized Corporate 

Network
Over 60 Components

User PC

Simulated 
internet

RouterFire
wall

Web 
Server

 

FirewallUser PC

 Desktop Linux
Switch Switch

Email 
Server

Proxy 
Server

 

Database

Automated 
Attack 
Generator

Traffic 
Generator

B
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i
d
g
e

Virtualized 
SOC

Real-World Tools

Entry-Level 
SOC 
Training 
Scenarios

Pentesting 
Training 
Scenarios

Advanced 
SOC 
Training 
Scenarios

Advanced 
SOC 
Training 
Scenarios

11

ICS
Training 
Scenarios
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Training Exercises for Any Use
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Diverse Use Cases

Individual Skill 
Development

Team Training Onboarding 
New Members

Candidate 
Assessment

Infrastructure and 
Playbook Sandbox

Socathon
 Competition
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Telecom Italia Sparkle Spa   

Federico Italiano
Pasquale Raia
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Sparkle Sicily Hub: il punto d’incontro della connettività di Sparkle in Italia

To Athens (Greece), 
Istanbul (Turkey)

To Tripoli
(Libya) To Malta

To EU/US

SMW-4

SMW-3

To Kelibia
(Tunisia)

To US

PALER
MO

IMEWE

To Tel Aviv, 
Haifa (Israel)

TRAPA
NI

MARSEIL
LE

CATA
NIA

MAZA
RA

SEA-ME-WE 5

To Far East

To Europe
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La vision: Sparkle Sicily Hub come Polo di servizi di Security

SICUREZZA INTERNA SERVIZI DI SICUREZZA PER IL MERCATO 
SAAS

Back-up

Disaster Recovery

Cybersecurity 
Simulation 
Platform



Cyber Range

Detect, respond and 
recover from a Security 
Incident



Andrea Dainese (CSO @ NGS)
andrea.dainese@nextgensolutions.it

● Senior Network & Security Architect with 15+ 
years’ experience in management of 
complex IT infrastructures

● Focused on cyber security strategies, 
GDPR/ISO27001 compliance and 
automation

● Member of Cyber Incident Response Team
● Cisco (CCIE), VMware, Red Hat… certified
● Privacy and digital security evangelist – 

expert counselor-mediator in Cyberbullying

mailto:andrea.dainese@nextgensolutions.it


Rosario Bonanno (SE @ Cyberbit)
rosario.bonanno@cyberbit.com 

Rosario is a Cybersecurity professional with 
around 20 years of experience. Rosario is the 
South Europe Cyberbit Sales Engineer and 
Cyber Range Instructor.  Prior to Cyberbit 
Sales Engineer Rosario was part of Symantec 
System Engineer Team Responsible for the 
end-to-end technical engagement with Symantec 
large customers and partners.



● Understand how Cyber Range can help your SOC
● Learn how to approach a security incident
● Understand how to optimize incident analysis

● Learn from any security incident

Objectives



Typical SOC Operation





Detection



● Daily activity of SOC operators starts from the SIEM:

● Regular check should verify the effectiveness of the in place rules:

● Anomaly connection from Wordpress server to MySQL server (with payment data)

Daily Analysis



● Anomaly detected: Wordpress website is connecting to the credit card database:

● What is going on? (attack, administrative activity, misconfiguration)

Confirm the anomaly



Analysis



● MySQL server analysis: /var/log/mysql/error.log

● Brute force attack detected
● Does the attacker gained access to the database?

What is going on in the database server?



● MySQL server analysis: /var/log/mysql/mysql.log

● Access granted
● Data leaked (payment table with credit card information)

Data has been leaked?



● 13:18:02 Wordpress server to MySQL connections detected (brute force)
● 13:18:47 MySQL access granted (root user from Wordpress server)
● 13:18:52 MySQL data leak (payments table)

Timeline (1)



● Wordpress server analysis:

● Recent files found:
○
○
○

● Files are malicious

Wordpress server has been compromised?



● Wordpress application analysis:

● No updates available: has been used a zero day vulnerability?

How have been the files uploaded? (1)



● Wordpress application analysis:

● Vulnerability assessment: https://www.exploit-db.com/

● Vulnerable application (arbitrary file upload)

How have been the files uploaded? (2)



● Webserver log analysis: /var/log/nginx/access.log

● Command executed: ls, arp, netstat, ping, nc, mysql
● Data leak confirmed

How the malicious files have been used?



● Executing mysql command using the malicious web shell:
/wp-content/uploads/image.php?cmd=mysql -u root -ppassword123 -h 192.168.214.13 -e 
"select * from bookshop.payments"

●
●

● Data leak confirmed

Data leak confirmation



● Webserver log analysis: /var/log/nginx/access.log

● Attacker IP found (Israel)

When the malicious files have been uploaded?



● Firewall log analysis:

● Attack targeted Wordpress server only

Could other servers have been compromised too?



● 13:18:21 Malicious files upload (Reflex Gallery Wordpress plugin exploit)
● 13:18:47 Wordpress server to MySQL connections detected (brute force)
● 13:18:47 MySQL access granted (root user from Wordpress server)
● 13:18:52 MySQL data leak (payments table)

Timeline (2)



Remediation



● Delete or update Wordpress plugins: Wordpress is not considered a weak application; 
the misuse of plugins and themes make it vulnerable.

● Delete the webshell (Wordpress server)
● Change MySQL root password (MySQL server): a weak password leads to account 

compromise

Wordpress application



Lesson Learned
(Post Mortem Analysis)



1. A Wordpress website is exposed to 
Internet.

2. A vulnerable Wordpress plugin has 
been used to upload a webshell.

3. The webshell has been used to find the 
database administrative password.

4. The administrative account has been 
used to leak sensitive information.

Attack Flow



1. A vulnerable application can be used to compromise critical servers:
a.
b.
c.
d.
e.

2. Weak passwords can be easily discovered
a.
b.

3. Zero trust networks:
a.
b.
c.
d.

Attack Kill Chain (how to stop the attack) (1)



4. Install a Web Application Firewall
a.

5. Improve incident detection:
a.
b.
c.

6. Compliance:
a.

Attack Kill Chain (how to stop the attack) (2)



NGS S.r.l. - 15° piano Torre Net, interni C-D - Piazza Aldo Moro 
10, 35129 Padova - tel. +39 0498257376 / fax +39 0498252590

www.nextgensolutions.it


